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(original) The integrated circuit of Claim 1 1 , further comprising: 
a processor; and 

a status register having a bit, wherein the bit is set by hardware if the fault _ 
output signal is output by the logic tree, and wherein the processor can read the 
bit of the register. 

14. (original) The integrated circuit of Claim 13, wherein the reset signal 
generated by the reset circuit does not reset the bit in the status register. 

15. (currently amended) An integrated circuit comprising: 

a plurality of fast electromagnetic transient (EFT) fault detecto r circuit s, the 
plurality of the EFT fault detecto r c i rcuit s being distributed across at least a 
portion of the integrated circuit, wherein each of the EFT fault detecto r c i rcuit s 
outputs a signal indicative of whether said each EFT fault detector circuit has 
detected an EFT fault; and 

a logic tree that receives the signals output from the plurality of EFT fault 
detecto r circuit s, the logic tree outputting a fault output signal, the fault output 
signal being indicative of whether any of the EFT fault detecto r circuit s of the 
plurality of EFT fault detectors circuit has detected an EFT fault. 

16. (original) The integrated circuit of Claim 15, wherein the fault output signal is 
not supplied as an input signal to a reset circuit on the integrated circuit. 

17. (original) The integrated circuit of Claim 15, further comprising: 

a reset circuit, wherein the fault output signal is supplied as an input signal 
to the reset circuit. 



18. (currently amended) The integrated circuit of Claim 15, wherein the 
integrated circuit further comprises a reset circuit that outputs a reset signal if the 
reset circuit detects an out-of-specification voltage present between a power 
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supply lead on the integrated circuit and a ground lead on the integrated circuit, 
and wherein the reset circuit fails to detect an out-of-specification voltage if a two 
thousand volt spike is present between the power supply lead and the ground , . 
lead for less than two hundred nanoseconds, and wherein at least one of the 
EFT fault detecto r circuit s detects the presence of the spike and in response 
thereto outputs the signal indicative of the EFT fault detector having detected the 
presence of an EFT fault. 

19. (currently amended) The integrated circuit of Claim 15, wherein the 
integrated circuit is a standard cell integrated circuit, and wherein each of the 
EFT fault detecto r circuit s is realized in the form of standard cell circuitry. 

20. (currently amended) The integrated circuit of Claim 15, wherein the 
integrated circuit is a programmable logic device (PLD), the PLD comprising a 
plurality of logic blocks and a programmable interconnect structure, and wherein 
each of the plurality of fast ele ctromagnetic transient ( EFT) fault detecto r circuit s 
is realized in the form of logic block circuitry. 

21 . (currently amended) An integrated circuit, comprising: 

a first means for detecting a fast electromagnetic transient (EFT) fault 
having a duration less than two hundred nanoseconds; 
a second means for detecting an EFT fault; and 

a logic tree that receives signals from the first and second means and that 
outputs a fault detect signal indicative of whether either the first means or the 
second means has detected an EFT fault. 

22. (currently amended) Th e i nt e grated circuit of Claim 21 , further compris i ng: An 
integrated circuit, comprising: 

a first means for detecting a fast electromagnetic transient (EFT) fault 

having a duration less than two hundred nanoseconds; 

9 



US 6,954,083 Bl 



10 



content of one or more of the flip-flops is determined to have 
changed, then an EFT fault signal is generated. The flip-flops 
of a JTAG register may, in some embodiments, be used to 
form a shift register that performs ari EFT detection func- 
tion. Accordingly, various modifications, adaptations, and 5 
combinations of various features of the described embodi- 
ments can be practiced without departing from the scope of 
the invention as set forth in the claims. , 
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What is claimed is: 

1. An integrated circuit comprising: 
a plurality . of digital logic storage elements, each of the 

digital logic storage elements being initialized to store 
a first digital logic value, each digital logic storage 
element being controlled after it is initialized such that J5 
it continues to store the first digital logic value through- 
out a period if the integrated circuit is powered from a 
supply voltage that remains within a normal operating 
supply voltage range, wherein each digital logic storage 
element outputs an output signal indicative of whether 2Q 
the digital logic storage element is storing a second 
digital logic value; 

a logic tree that receives the output signals from said 
plurality of digital logic storage elements, the logic tree 
outputting a fault output signal; and 25 

a reset circuit that receives the fault output signal from the 
logic tree, the reset circuit generating a reset signal if 
the output signal of any of the plurality of digital logic 
storage elements indicates that the corresponding digi- 
tal logic storage element is storing said second digital 3Q 
logic value during said period. 

2. The integrated circuit of claim 1, wherein the first 
digital logic value is a digital logic high, wherein said 
second digital logic value is a digital logic low, wherein the 
reset circuit generates the reset signal if any of the plurality 35 
of digital logic storage elements switches during said period 
from storing the first digital logic value to storing the second 
digital logic value. . 

3. The integrated circuit of claim 1, wherein the digital 
logic storage element is a flip-flop having a clear input lead, 40 
wherein the digital logic storage element is initialized by 
applying a clear signal to the clear input lead, and wherein 
during said period the clear signal is not present on the clear 
input lead. 

4. The integrated circuit of claim .1, wherein the digital 45 
logic storage element is a flip-flop having a preset input lead, 
wherein the digital logic storage element is initialized by 
applying a preset signal to the preset input lead, and wherein 
during said period the preset signal is not present on the. 
preset input lead. 50 

5. The integrated circuit of claim 1, further comprising: 
a circuit being monitored, wherein the integrated circuit 

comprises a first set of standard cells and a second set 
of standard cells, wherein standard cells of the first set 
are interconnected to form the circuit being monitored, 55 
and wherein the plurality of digital logic storage ele- 
ments are digital logic storage elements of the second 
set of standard cells. 

6. The integrated circuit of claim 3, wherein the plurality 

of digital logic storage elements are distributed across the 60 
integrated circuit such that at least some of the digital logic 
storage elements are islands surrounded by the circuit being 
monitored. 

7. The integrated circuit of claim 1, wherein the digital 
logic storage element is a flip-flop, and wherein the digital 65 
logic storage element is controlled after it is initialized and 
throughout said period by: 1) not clocking the digital logic 



storage element, 2) not clearing the digital logic storage 
element, and 3) not presetting the digital logic storage 
element. 

8. The integrated circuit of claim 1, further comprising: 
a circuit being monitored, wherein the circuit being moni- 
tored comprises digital logic storage elements, and 
wherein the digital logic storage elements of the circuit 
being monitored are less susceptible to fast electromag- 
netic transients (EFT) than are the digital logic storage 
elements of the plurality of digital logic storage ele- 
ments. 

9. The integrated circuit of claim 1, wherein the integrated 
circuit is a standard cell integrated circuit, and wherein the 
reset circuit is a power-on reset circuit. 

10. The integrated circuit of claim 1, wherein the logic 
free consists only of combinatorial logic, and wherein the 
logic tree performs a logical OR function. 

' 11. The integrated circuit of claim 1, wherein the reset 
circuit monitors the supply voltage and generates the reset 
signal if the supply voltage is detected to be outside the 
normal operating supply voltage range, but wherein the reset 
circuit does not detect the supply voltage being outside the 
normal operating supply voltage range if the supply voltage 
spikes above the normal operating supply range for an 
isolated time period of less than two hundred nanoseconds. 

12. The integrated circuit of claim 11, further comprising: 
a status register having a first bit and a second bit, the first 

bit being set by the reset circuit if the reset circuit 
detects the supply voltage being outside the normal 
operating supply voltage range, the second bit being set 
if the logic tree outputs the fault output signal to the 
reset circuit. 

13. The integrated circuit of claim 11, further comprising: 
a processor; and 

a status register having a bit, wherein the bit is set by 
hardware if the fault output signal is output by the logic 
tree, and wherein the processor can read the bit of the 
register. 

14. The integrated circuit of claim 13, wherein the reset 
signal generated by the reset circuit does not reset the bit in 
the status register. 

15. An integrate^circuit comprising: 
a plurality o^fast electromagnetic transient (EFT) faulty 

detectoi/the plurality of -the EFT fault detectojfBeing 
distributed across at least a portion of the int egrated 
circuit, wherein each of the EFT fault detector^oiitputs 
a signal indicative of whether said each EFT fault 
detector has detected an EFT f ault; 
a logic tree that receives the (Signals output from the 
plurality of EFT fault detectoi the logic tree outputting 
a fault output signal, the fault output signal bei ng 
indicative of whether any of the EFT fault detector/of — 
the plurality of EFT fault detectors has detected an EFT 
fault. 

16. The integrated circuit of claim 15, wherein the fault 
output signal is not supplied as an input signal to a reset 
circuit on the integrated circuit. 

17. The integrated circuit of claim 15, further comprising: 
a reset circuit, wherein the fault output signal is supplied 

as an input signal to the reset circuit. 

18. The integrated circuit of claim 15, wherein the inte- 
grated circuit further comprises a reset circuit that outputs a 
reset signal if the reset circuit detects an out-of-specification 
voltage present between a power supply lead on the inte- 
grated circuit and a ground lead on the integrated circuit, and . 
wherein the reset circuit fails to detect an out-of-specifica- 
tion voltage if a two thousand volt spike is present between 
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the power supply lead and the ground lead for less than two 
hundred nanos econds, and wherein at least one of the EFT 
fault detector^ detects the presence of the spike and in 
response thereto outputs the signal indicative of the EFT 
fault detector having detected the presence of an EFT fault. 

19. The integrated circuit of claim 15, wherein the inte- 
grated circuit is a standard cell in tegrated circuit, and 
wherein each of the EFT fault detectors realized in tne rorrrT 
of standard cell circuitry. 

20. The integrated circuit of claim 15, wherein the inte- 
grated circuit is a programmable logic device (PLD), the 
PLD comprising a plurality of logic blocks and a program- 

" mable interconnect structur e, and wherein each of the plu- 
rality of EFT fault detectorjis realized in the form ot logic 
block circuitry. 

21. An integrated circuit, comprising: 

a first means for detecting a fast electromagnetic transient 
(EFT) fault having a duration less than two hundred 
nanoseconds; 
a second means for detecting an EFT fault; and 
a logic tree that receives signals from the first and second 
means and that outputs a fault detect signal indicative 
of whether either the first means or the second means 
has detected an EFT fault. 

22. An integrated circuit, comprising: 

a first means for detecting a fast electromagnetic transient 
(EFT) fault having a duration less than two hundred 
nanoseconds; 
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a second means for detecting an EFT fault; 
a logic tree that receives signals from the first and second 
means and that outputs a fault detect signal indicative 
of whether either the first means or the second means 
has detected an EFT fault; 
a first structure through which the integrated circuit 
receives a supply voltage, wherein the first means is 
located adjacent to the first structure; and 
a second structure through which the integrated circuit is 
coupled to ground potential, wherein the second means 
is located adjacent to the second structure. 

23. A method, comprising: 

providing a plurality of detectors in an integrated circuit, 
wherein each of said detectors is capable of detecting a 
fast electromagnetic transient (EFT) fault having a 
duration less than two hundred nanoseconds; and 
generating, on the integrated circuit, a signal indicative of 
whether any one of said plurality of detectors has 
detected an EFT fault. 

24. The method of claim 23, wherein each of said detec- 
tors is capable of detecting an EFT fault that occurs in the 
integrated circuit. 

25. The integrated circuit of claim 21, wherein the first 
means detects an EFT fault that occurs in the integrated 
circuit. 
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15. An integrated circuit comprising: 

a plurality of fast electromagnetic transient (EFT) fault 
detectors, the plurality of the EFT fault detectors being 
distributed across at least a portion of the integrated 
circuit, wherein each of the EFT fault detectors outputs 
a signal indicative of whether said each EFT fault 
detector has detected an EFT fault; and 

a logic tree that receives the signals output from the 
plurality of EFT fault detectors, the logic tree outputting 
a fault output signal, the fault output signal being 
indicative of whether any of the EFT fault detectors of 
the plurality of EFT fault detectors has detected an EFT 
fault. 
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the power supply lead and the ground lead for less than two 
hundred nanoseconds, and wherein at least one of the EFT 
fault detectors detects the presence of the spike and in 
response thereto outputs the signal indicative of the EFT 
fault detector having detected the presence of an EFT fault. 

19. The integrated circuit of Claim 15, wherein the inte- 
grated circuit is a standard cell integrated circuit, and 
wherein each of the EFT fault detectors is realized in the form 
of standard cell circuitry. 

20. The integrated circuit of Claim 15, wherein the inte- 
grated circuit is a programmable logic device (PLD), the 
PLD comprising a plurality of logic blocks and a program- 
mable interconnect structure, and wherein each of the plu- 
rality of EFT fault detectors is realized in the form of logic 
block circuitry. 
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